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ABSTRACT

The six cyberattacks analysed in this paper — Change Healthcare (2024), SolarWinds Orion (2020), Stryker-
Handala (2026), Equifax (2017), Colonial Pipeline (2021), and MOVEit/Cl0p (2023) — caused a combined 
financial impact exceeding $10 billion, exposed over 500 million records, disrupted critical infrastructure across 
two continents, and compromised the supply chains of thousands of organisations worldwide.

Every one of these attacks depended on the same structural precondition: the target's observable surface 
remained static and predictable long enough for the attacker to build a usable model and act on it. This paper 
analyses each breach through the lens of the Kali Invariant — the formal property enforced by Adaptive 
Cryptographic Surface Engineering (ACSE) — to show precisely where, when, and how ACSE would have 
terminated the attack chain.

1. THE STATIC SURFACE LIABILITY PATTERN

Before analysing individual breaches, it is worth establishing the common structural pattern. Every high-impact 
breach of the past decade follows the same shape — not because attackers lack creativity, but because the 
static surface liability is universal:

Attack Stage Attacker Action Why it succeeds (static 
world)

Why it fails (ACSE world)

1. Initial Access Probe surface to identify 
entry point

Surface fingerprint stable 
— probe results valid for 
hours/days

Kali Invariant: probe result 
invalid at next cycle

2. Establishment Install persistent foothold 
using observed surface

Credentials and identifiers 
valid until rotated

Session identifiers rotated 
every 10–143µs

3. Lateral Movement Map internal topology 
using stable identifiers

Network topology static — 
map accumulates over 
days/weeks

LeviathanGrid/KrakenNet: 
topology identifiers mutate 
continuously

4. Data Access Use accumulated map to 
reach target data

Database connections and 
access tokens remain valid

NautilusVault/GlassFrog: 
data surface identifiers 
expired

5. Exfiltration / Impact Extract data or detonate 
payload

Target surface still matches 
staged exploit

All surface references stale 
— exploit cannot execute



The following case studies trace this pattern through six specific breaches and show exactly which ACSE profiles 
engage at which stage.

Figure 2: Static Surface Liability Attack Chain — ACSE breaks the chain at Stage 1 (Observe)

2. CASE STUDIES

2.1  Change Healthcare — February 2024
Impact: $2.457B total cost (UHG Q3 2024 10-Q) · 192.7M patient records (HHS OCR) · $22M Bitcoin ransom · US 
healthcare disrupted nationwide for weeks

Attack chain: A single stolen Citrix credential (no MFA) provided initial access. The attacker dwelled for 9 
confirmed days (February 17–21) before lateral movement across the healthcare supply-chain infrastructure. 
6TB of patient data was exfiltrated before ransomware detonation. The attack exploited four static surfaces: the 
Citrix authentication surface (credential valid indefinitely), the network topology (stable for lateral movement), 
PHI database connections (long-lived), and the management plane (admin credentials unrestricted).

ACSE COUNTERFACTUAL — CHANGE HEALTHCARE

Day 0, Hour 0: Stolen Citrix credential used for initial login. → GlassFrog (HIPAA/PHI surface, 56.84µs): 
session token expires before credential replay completes. Login rejected.  If initial access succeeded 
despite credential age: → KrakenNet (network, 28.56µs): AD topology identifiers rotate every mutation 
cycle. 9-day lateral movement map is permanently stale within microseconds. → NautilusVault (PHI vault, 
37.96µs): database connection identifiers expire before 6TB exfiltration pipeline can be established. → 
MantisNet (intrusion response, 10.31µs): anomaly score escalates to Hunter threshold within first unusual 
access pattern. Surfaces harden automatically. → ASMP-MSG-004 (Defensive Leap): threat detection at any 
node triggers estate-wide simultaneous mutation. All surfaces rotate before attacker can react.  Outcome: 
Attack terminates at initial access stage. No dwell, no lateral movement, no exfiltration.

2.2  SolarWinds Orion — Detected December 2020



Impact: 18,000+ organisations compromised · 14+ months confirmed dwell (September 2019 – December 2020) 
· US federal agencies including Treasury, State, DHS · ~$90M verified insured losses · Full scope of compromise 
still not established

Attack chain: Attackers compromised the SolarWinds build pipeline in September 2019, inserting the SUNBURST 
backdoor into the Orion software update. 18,000+ customers installed the trojaned update. The backdoor 
established C2 channels using domain generation algorithms and dormancy periods specifically designed to 
evade anomaly detection based on traffic patterns. The attack succeeded because: supply-chain trust was 
inherited (valid code signatures), network topology was mappable (stable over months), and C2 communication 
patterns could be tuned against static security tools.

ACSE COUNTERFACTUAL — SOLARWINDS ORION

Supply-chain implant active — backdoor installed via legitimate update.  → LeviathanGrid (nation-scale / 
16-node, 143.9µs): internal network topology rewired on every mutation cycle. The lateral movement 
topology that SUNBURST needed to traverse was invalid at each step.  → ElectricEelGrid (COLO/data 
centre, 58.33µs): C2 beacon patterns targeted against static timing signatures became invalid. SUNBURST's 
dormancy-then-beacon strategy produced anomaly scores inconsistent with any legitimate traffic pattern 
— escalating to Hunter state.  → AnglerShield (API deception, 31.67µs): C2 callback endpoints mutated 
between SUNBURST's probes and callback attempts. The DGA-based C2 channel could not establish a 
stable connection.  → ASMP-MSG-003 (anomaly signal from SIEM): any external IDS detecting suspicious 
traffic can inject authenticated anomaly signals into PME, escalating mutation rate estate-wide.  Outcome: 
14 months of patient C2 maintenance produces zero stable network model. Lateral movement cannot 
proceed. Data exfiltration cannot be staged.

2.3  Stryker-Handala Wiper Attack — March 2026
Impact: 50TB exfiltrated · 200,000+ devices wiped across 79 countries · ~6 months dwell before detonation · 
Legitimate Microsoft Intune admin credentials used to issue wipe commands at scale

Attack chain: The Handala group gained initial access via VPN credential theft, then dwelled for approximately 
six months mapping Active Directory, harvesting credentials via LSASS dump, and positioning for the wiper 
detonation. On detonation day, legitimate Intune admin credentials were used through the legitimate 
management console to issue wipe commands to 200,000+ devices. Every stage relied on static surfaces: VPN 
credentials valid for months, LSASS dumps providing stable AD credential material, and management plane 
access unrestricted by the protocol layer.

ACSE COUNTERFACTUAL — STRYKER-HANDALA

Initial VPN credential theft — attacker attempts authentication. → AnglerShield (VPN/API surface, 
31.67µs): session token expires between credential theft and replay. Authentication rejected.  6-month 
dwell — AD/LSASS credential harvesting: → KrakenNet (AD/credential surface, 28.56µs): LSASS dump 
captures surface state at time t. By time t+1 (28.56µs later), all credential material has rotated. Harvested 
credentials are cryptographically stale.  Detonation day — Intune wipe commands via legitimate admin 
credentials: → ASMP-MSG-005 (TEE-rooted management attestation): valid admin credentials are 
necessary but not sufficient. The protocol layer requires a hardware-attested, time-bounded attestation 
token scoped to the specific management action. Attackers with valid credentials but no TEE attestation: 
REJECTED at protocol layer.  → Without TEE token, wipe commands cannot enter the authenticated action 
queue regardless of credential validity.  Outcome: Initial access blocked. 6-month credential harvest yields 



zero usable material. Wipe command rejected at protocol layer. 200,000 devices protected.

2.4  Equifax — 2017
Impact: 147 million US consumers affected · $575M FTC settlement · $1.38B in remediation costs · Credit data 
(SSN, DOB, addresses, driver's licence numbers) exposed · 78-day attacker dwell

Attack chain: A known Apache Struts vulnerability (CVE-2017-5638) was left unpatched for 78 days after the 
patch was available. Attackers exploited the vulnerability to gain initial access, then spent 78 days performing 
lateral movement through Equifax's network to identify and reach the databases containing consumer credit 
data. The 78-day dwell was possible because: network topology was stable (lateral movement map accumulated 
over weeks), database connection identifiers were long-lived, and data access patterns were too normal to 
distinguish from legitimate traffic.

ACSE COUNTERFACTUAL — EQUIFAX

Day 0: Apache Struts exploit provides initial access. → MantisNet (intrusion response, 10.31µs): exploit 
pattern causes immediate anomaly score elevation. Surfaces harden within one mutation cycle of exploit 
detection.  78-day lateral movement — attackers build network topology map: → LeviathanGrid (network 
topology, 143.9µs): topology identifiers rotate continuously. The map built on day 1 is invalid on day 2. 78 
days of mapping produces 78 days of stale data.  Database access — 147M consumer records targeted: → 
NautilusVault (data vault, 37.96µs): database connection identifiers and access tokens rotate every 
mutation cycle. The attacker cannot establish a stable database connection.  → GlassFrog 
(compliance/audit, 56.84µs): every data access attempt produces a cryptographic audit record. Anomalous 
access patterns trigger immediate Hunter escalation.  Outcome: 78-day dwell is structurally impossible. 
Lateral movement map is permanently stale. Database exfiltration cannot proceed.

2.5  Colonial Pipeline — May 2021
Impact: $4.4M ransom paid (partial recovery) · Fuel supply disrupted across US East Coast for 6 days · National 
emergency declared · 45% of East Coast fuel supply affected · Critical infrastructure precedent

Attack chain: A single VPN account password, found in a dark web leak, gave DarkSide ransomware group access 
to Colonial Pipeline's IT network. The account did not use multi-factor authentication. From IT network access, 
attackers moved laterally and deployed ransomware across OT-adjacent systems. The pipeline was shut down 
preemptively due to uncertainty about whether OT systems were compromised. A single static credential — a 
VPN password with no MFA — was sufficient for the initial access that triggered a national emergency.

ACSE COUNTERFACTUAL — COLONIAL PIPELINE

Initial access — leaked VPN password used for authentication. → AnglerShield (VPN surface, 31.67µs): 
session tokens rotate every mutation cycle. A VPN password found in a dark web data dump was valid at 
time of theft, expired long before attacker attempted use.  → ASMP-MSG-005 (management attestation): 
VPN authentication for IT/OT adjacent systems requires TEE-attested time-bounded token. Password alone 
insufficient.  If initial access had occurred via a zero-day: → MantisNet (10.31µs): immediate anomaly 
detection on first reconnaissance activity. All surfaces harden within one Sachs-cycle duration. → 
KrakenNet (network, 28.56µs): IT network topology identifiers rotate. Lateral movement to OT-adjacent 
systems cannot be staged. → KaliCoreTarget (0xFF): any Defensive Leap trigger produces estate-wide 



simultaneous surface rotation in <200µs. OT-adjacent surfaces unreachable within the attacker's 
operational window.  Outcome: Leaked credential provides no access. Lateral movement to OT-adjacent 
systems structurally impossible. National emergency averted.

2.6  MOVEit / Cl0p — May–June 2023
Impact: 2,500+ organisations affected globally · 95M+ individuals' data exposed · Sectors: healthcare, financial 
services, government, education · Cl0p ransomware group · UK Government, US DOE, Shell, British Airways 
among victims

Attack chain: The Cl0p ransomware group exploited a zero-day SQL injection vulnerability (CVE-2023-34362) in 
the MOVEit Transfer managed file transfer application. The vulnerability had been present for years and was not 
known to MOVEit's vendor. Cl0p used it to deploy webshells, exfiltrate data from thousands of organisations in a 
coordinated campaign. The attack succeeded at scale because: the vulnerability was a zero-day (no patch 
available), MOVEit's API surface was stable and predictable, and the webshell provided persistent access 
between exfiltration sessions.

ACSE COUNTERFACTUAL — MOVEIT / CL0P

Zero-day SQL injection exploited — webshell deployed to MOVEit application surface.  → AnglerShield (API 
surface, 31.67µs): API endpoint identifiers rotate every mutation cycle. The webshell is installed at an API 
path that no longer exists at the next cycle. Webshell persistence is structurally impossible.  → MantisNet 
(10.31µs): SQL injection payload produces anomaly signal. PME escalates to Hunter state. All surfaces 
harden within one cycle of the initial exploit probe.  Coordinated multi-organisation campaign: → ASMP-
MSG-003 (anomaly signal propagation): when first organisation detects MOVEit exploitation pattern, ASMP 
propagates authenticated anomaly signal to all peers. All connected organisations escalate to Hunter state 
simultaneously — before Cl0p reaches them.  → ASMP-MSG-004 (Defensive Leap): confirmed threat 
detection at any node triggers estate-wide simultaneous surface rotation across all 2,500+ potential 
targets.  Even for a true zero-day with no known signature: → The Kali Invariant provides zero-day 
resistance independent of signature knowledge. An attacker exploiting an unknown vulnerability still faces 
a surface that expires before the exploit can be completed and staged.  Outcome: Webshell cannot persist. 
Coordinated campaign fails before reaching organisations connected to the peer network. Zero-day 
provides no lasting advantage.

3. PATTERN ANALYSIS

3.1  What all six breaches share

Breach Dwell Time Static Surface Exploited ACSE Termination Point

Change Healthcare 9 days Citrix session token Initial access — GlassFrog 
session expiry

SolarWinds 14+ months Network topology + C2 
channel

Lateral movement — 
LeviathanGrid/AnglerShield

Stryker-Handala ~6 months AD credentials + 
management plane

Initial access + 
management — ASMP-
MSG-005



Equifax 78 days Network topology + 
database connections

Lateral movement — 
LeviathanGrid/NautilusVaul
t

Colonial Pipeline < 1 day VPN credential Initial access — 
AnglerShield/ASMP-
MSG-005

MOVEit/Cl0p Zero-day persistence API surface + webshell 
persistence

Initial access — 
AnglerShield/Kali Invariant

3.2  The dwell time insight
Five of six breaches involved dwell times measured in days, weeks, or months. This dwell time is not incidental 
— it is structurally required. The attacker must map, move, and stage before acting. Every stage requires that 
the previous stage's observations remain valid.

ACSE eliminates dwell time as a viable strategy by ensuring that no observation remains valid across a mutation 
cycle boundary. The attacker who cannot accumulate stable observations cannot build the model that makes 
patient attacks possible.

3.3  The zero-day insight
Two of six breaches (MOVEit, SolarWinds) used zero-day or supply-chain techniques that signature-based 
defences cannot detect. ACSE provides zero-day resistance that is independent of signature knowledge. The Kali 
Invariant holds against any exploit technique because the protection is at the surface level, not the exploit level: 
the surface the attacker targets at time t does not exist at time t+1 regardless of how the initial access was 
achieved.

4. CONCLUSION

The six breaches analysed in this paper represent the worst-case consequences of the static surface liability: 
billions in economic damage, hundreds of millions of individuals' data exposed, and critical infrastructure 
disrupted. In every case, the attack's success depended on a surface that remained observable and exploitable 
long enough for the attacker to act.



Figure 1: Financial Impact of Six Analysed Breaches — combined $10B+, 500M+ individuals affected

ACSE's Kali Invariant eliminates this dependency at the architectural level. The specific vulnerability exploited, 
the sophistication of the attacker, or the presence of a valid credential becomes irrelevant when the surface the 
attacker maps at time t is cryptographically independent of the surface that exists at time t+1.

STATEMENT OF ZERO-DAY RESISTANCE

ACSE does not require knowledge of the attack technique to provide protection. The Kali Invariant holds 
against zero-day exploits, supply-chain implants, and credential theft equally — because the protection 
operates at the surface identity layer, not the exploit signature layer. An unknown exploit against a surface 
that no longer exists at execution time cannot succeed.
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