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Abstract

Modern cyberattacks succeed not because encryption or firewalls fail, but because the observable surface of
every system remains static and predictable. Attackers spend weeks or months mapping endpoints, APIs,
databases, and network topologies before striking. Once they have that map, even unknown zero-day exploits
become reliable weapons.

Adaptive Cryptographic Surface Engineering (ACSE) eliminates that advantage by continuously mutating the
cryptographic fingerprint of any security surface — APIs, databases, network nodes, endpoints, distributed grids
— so that every attacker observation is cryptographically independent of the last. The defender sees a stable,
verifiable system. The attacker sees only noise.

The first reference implementation, the Polymorphic Mutation Engine (PME), delivers this capability in 10-143
microseconds per cycle with 100% fingerprint uniqueness proven across 1,000+ consecutive cycles and statistical
unlinkability confirmed in live red-team simulations. The Adaptive Surface Mutation Protocol (ASMP/1.0) extends
this capability to the network layer with a standardised wire protocol for coordinated multi-node mutation.

Key Results

10-143 ps mutation latency across all 10 profiles - 100% fingerprint uniqueness (0 collisions in 1,000
cycles) - Red team linkability L=0.181 (below random chance) - 107/107 Forced Twitch detections -
499/499 Defensive Leap tokens - 683 unit tests passing - 6/6 red team PASS - ASMP/1.0 protocol with 5
message types - KaliCore: governing engine with Kali Invariant




1. Introduction

1.1 The Current Landscape

Every traditional security control assumes the target stays the same long enough to be protected. Firewalls block
known bad traffic — but the attacker first learns the normal traffic pattern. Encryption protects data — but the
attacker first maps the endpoints and metadata that lead to that data. Zero-trust verifies identity — but the identity
itself is static and can be fingerprinted.

The result is visible in almost every major breach of the last decade: long dwell times (9 days in Change
Healthcare, 14+ months in SolarWinds, 78 days in Equifax), massive lateral movement, and successful data
exfiltration even when the attacker used previously unknown zero-days.

1.2 The Core Insight

The Fundamental Insight Behind ACSE

If the observable surface itself never stays the same, no amount of reconnaissance can build a usable
model. The attacker's investment in mapping — weeks or months of patient observation — produces a map
that is cryptographically stale before it can be used. The Kali Invariant formalises this: V access event e on
surface S at time t, fingerprint(S(t+1)) # fingerprint(S(t)). No surface survives an access cycle unchanged.
Without exception.

1.3 The KaliCore Philosophy

The PME engine is built around a governing principle named KaliCore — the insight that continuous, autonomous
destruction of observable surfaces is not a defensive posture but an offensive one. KaliCore enforces the Kali
Invariant across all 10 registered surface profiles simultaneously, acting as the governing intelligence of the entire
mutation system.

The name reflects the development lineage: built on Kali Linux, guided by the principle that Ma Kali destroys that
which is false so the real can persist. KaliCore destroys every observable surface token on every access cycle so
the system can persist against an adversary.

1.4 Objectives of This Paper

Describe the ACSE architectural model and the 4-phase atomic mutation cycle
Introduce KaliCore and the Kali Invariant as formal governing properties
Present the 10 bio-inspired mutation profiles (the Dasa Mahavidya architecture)
Detail the Adaptive Surface Mutation Protocol (ASMP/1.0) wire specification
Provide verified performance benchmarks and red-team evidence
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Demonstrate applicability to real-world high-impact breaches

2. Background and Related Work

2.1 Existing Approaches and Their Limitations
Three categories of existing security technology are relevant as prior art context:

[l Static Defences: Firewalls, IDS/IPS, encryption, Zero-Trust architectures. These protect known surfaces
but cannot defend surfaces they cannot predict. A zero-day exploit by definition has no signature to block.



'] Moving Target Defence (MTD): Jajodia et al. (2011), DARPA MTD programmes. MTD rotates surfaces
periodically — hourly, daily, or on demand. The invariant is weak: a surface may persist for minutes or
hours after observation. No cryptographic proof of independence between states is provided.

1 Hardware-Protected Execution: Intel SGX, AWS Nitro Enclaves, confidential computing. These protect

code and data inside an enclave but do not address the observable surface of the system as seen by an
external attacker.

2.2 The Gap

All existing systems share a fundamental limitation: the observable security surface remains static or changes
only at coarse granularity without cryptographic proof. An adversary who can observe or probe the surface for
even a short duration can build a stable fingerprint. ACSE closes this gap with per-access-event mutation at
cryptographic granularity with mathematical proof of state independence.

Static Defences None Identity only Good Limited None
(Firewall/ZT)

MTD (Periodic) Seconds— None Weak Partial None
minutes
Encryption / PQC None Data only Good Algorithmic only = Standard
ACSE + PME (this work)  10-143 us Per-mutation  Full SHA3  Cryptographic ASMP/1.0
SHA3 chain property

3. The Proposed Framework — Architecture

3.1 High-Level Overview

ACSE is a new architectural layer that sits beneath and orthogonal to existing encryption, zero-trust, and
traditional defences. PME is its first production reference implementation — a lightweight, Rust-based engine
comprising five core subsystems plus the KaliCore governing intelligence.



PROFILE LAYER x11 DOMAIN-SPECIFIC PROFILES

MantisNet JellyNet SquidShiel ChameleonN KrakenNet AnglerShie NautilusVa GlassFrog
oxo1 ex02 exes oxea ox05. exen exe7 oxes

ASMP / 1.0 — COORDINATION LAYER

MSG-001 MSG-002 MSG-003 MSG-004 MSG-005

Mutation Frame ZK Auth Anomaly Defensive Leap TEE Attest

PME — POLYMORPHIC MUTATION ENGINE (KALICORE)

EntropyManager CryptoAuditLogger St cker Scheduler

Al three layers enforce the Kali Invariant independently and in coordination.

Figure 1: Three-Layer ACSE Architecture — Profile Layer (x11), ASMP/1.0, PME Mutation Engine

The architecture diagram follows the principle of defence in depth: existing tools (SIEM, EDR, firewall) continue to
operate above the PME layer and below it. PME adds a continuously rotating surface between the attacker's
observable world and the defender's stable internal state.

3.2 KaliCore — The Governing Intelligence

KaliCore is MutationEngineCore understood at its full depth — the three-subsystem triad that constitutes an
autonomous decision system for cryptographic surface management:

Sensory subsystem

ChaCha20-DRBG pool
Per-target entropy slicing

KaliCore

EWMA Anomaly
Scorer + State Machine
Cognitive subsystem
Sachs — Hunter — Main Organ
Anomaly score computation
Threat state decisions

Scheduler +
StateTracker
Executive subsystem
Checkpoint & rollback
Priority queue
Mutation storm prevention

Autonomous state transitions — no human intervention required.

Figure 2: KaliCore Three-Subsystem Triad — EntropyManager - EWMA Scorer - Scheduler+StateTracker

EntropyManager (sensory): ChaCha20-DRBG pool seeded from OS CSPRNG. Health-gated. Per-
target entropy slicing via SHA3-256(bundle || target_id) ensures statistical independence across all

profiles sharing the same entropy source.



1 EWMA Anomaly Scorer + State Machine (cognitive): Continuously scores anomaly signals. Drives
state transitions: Sachs (steady-state) — Hunter (pre-volley) — Main Organ (full response). Decides
mutation aggression autonomously.

"1 Scheduler + StateTracker (executive): Priority event queue with cooldown and stale-event pruning.
Cryptographic checkpointing with automatic rollback. Audit chain with TEE-signed records.

The Kali Invariant — Patent Claim KC-004

V access event e on surface S attime t:  fingerprint(S(t+1)) # fingerprint(S(t)) [SHA3-256 preimage
resistance] Hamming(S(t+1), S(t)) = 128 bits [cryptographic independence] Consequence: A
surface observed at time t is cryptographically invalid at t+1. Corollary: No attacker can pre-stage an exploit
against a surface that no longer exists.

3.3 Core Subsystems
PME consists of five core subsystems wired together by MutationEngineCore (KaliCore):

"1 EntropyManager: Supplies high-quality entropy from OS CSPRNG or hardware TEE. Per-target slicing
(SHA3-256(bundle || target_id)) produces statistically independent mutation inputs for each registered
profile.

1 CryptoAuditLogger: Append-only SHA3-256-chained log. Each record contains before/after fingerprints,
entropy hash, trigger reason, timestamp, and TEE-bound signature. Entire chain verifiable in O(N) time.

1 StateTracker: Creates cryptographic checkpoints before every mutation. Validates post-mutation
invariants. Rolls back atomically on failure with full fingerprint binding for proof of integrity.

"1 Scheduler: Manages triggers (per-invocation, timer, anomaly-driven, peer signal, manual) with priority
queuing and cooldowns. Prevents mutation storms while ensuring the Kali Invariant is never violated.

[ MutationTarget Registry: Plugin interface allowing any of the 10 bio-inspired profiles to be registered
and swapped without changing application code. The 3-line integration APl works identically for all
profiles.

3.4 The 4-Phase Atomic Mutation Cycle

Every mutation — regardless of profile — follows exactly these four phases. This cycle completes in 10-143 us
on commodity hardware:

MUTATE VALIDATE

NEW SURFACE

PHASE 4
VALID?

Next ¥igger ‘z\is//’ w
COMMIT + AUDIT ROLLBACK
Record to SHA3-256 Restore Phase 1

chained audit log checkpoint

Kali Invariant enforcement point: Phase 3. Failed mutations leave the surface unchanged.




Figure 3: Four-Phase Atomic Mutation Cycle — Snapshot — Mutate — Validate — Commit/Rollback

// Phase 1: SNAPSHOT

// Phase 2: MUTATE

// Phase 3: VALIDATE — invariant check. False - abort

// Phase 4: COMMIT + AUDIT

3.5 3-Line Integration API

Any Rust application gains full ACSE protection with three lines of code. The engine handles entropy, auditing,
checkpointing, and scheduling automatically:

engine.register(Box::new(GlassFrogTarget: :new("phi")), "hipaa"); // HIPAA mode
engine.register(Box::new(LeviathanGridTarget: :new("dc")), "gov'");// Nation-scale

4. The Dasa Mahavidya Architecture — 10 Bio-Inspired
Profiles

The 10 mutation profiles are not independent engines. They are 10 aspects of a single MutationEngineCore —
each expressing the Kali Invariant in a different surface domain. Their naming follows both biological metaphors
and the Dasa Mahavidya framework from the KaliCore philosophy. Each is a drop-in plugin requiring no
application code changes.

#9 MantisNet Intrusion Response  10.31 us 79.7k/s Patrol - Strike - Retreat - Harden - Recove
r - full cycle 131.8 us

2 JellyNet Infrastructure / 12.90 ps 82.1k/s MVS mathematically guaranteed at all load
Elastic levels - calm - critical: 1.09 us
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Deception

Data Vault /
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15.94 us

23.15 ps

28.56 pus

31.67 us

37.96 s

56.84 us

58.33 pst

143.9 ps

< sum all

76.1Kk/s

38.8k/s

34.7kls

32.3kl/s

27.3k/s

2.54k/s*

82.0k/st

7.07kl/s

estate-
wide

100% fingerprint uniqueness at 76.1k
tx/sec sustained over 1,000 cycles

Zero mutual information between attacker
channel and ally channel

4-arm independent mutation - sever+regen
90.26 ps - AD/credential surface

Real endpoint cryptographically hidden - 4-
lure - capture at 3-probe threshold

5x Fibonacci protection gradient -
siphuncle O(1) verify: 8.024 us

Dual-state: surface mutates, audit chain
immutable - HIPAA/GDPR proof

Only product defending power side-
channel in COLO - 0.03% power
correlation

16-node simultaneous mutation + full
topology rewire - grand hash O(1) 43.75 ps

Adya Maha Kali: one trigger fires all 10
profiles simultaneously in <200us estate-
wide. ProVerif-verified as formally correct
governing orchestration.

* GlassFrog: low throughput by design — each cycle appends a cryptographic HIPAA/GDPR proof. T ElectricEelGrid: Sachs (steady-state)
mode. All latencies are Criterion p50 medians at commit d538fa6 (benchmark reference); test suite expanded at current HEAD.

5. Adaptive Surface Mutation Protocol (ASMP/1.0)

ASMP/1.0 is the wire-level protocol that transforms PME from a library into a networked security system. Where
PME protects surfaces at the application layer, ASMP/1.0 coordinates mutation across distributed nodes,
authenticates management actions, and provides the cascade mutation capability for estate-wide simultaneous

rotation.

ASMP/1.0 defines five message types. Each is HMAC-SHA3-256 authenticated. The protocol is implementation-
independent — a conforming Go, Python, or FPGA implementation would be fully interoperable with the Rust
reference implementation.

5.1 ASMP-MSG-001: Mutation Frame

The fundamental audit unit. Every mutation produces exactly one Mutation Frame. The SHA3 chain links all
frames: frame[N].prev_fp == SHA3(frame[N-1]), providing a tamper-evident sequence that cannot be modified

without breaking all subsequent frames.

ASMP-MSG-001: Mutation Frame
version:
profile_id:
cycle_seq:

entropy_hash:

organ_state:

u8 // protocol version (0x01)
us // 0x01=Squid ..

u64
[ug; 32]

OXx0A=EelGrid ..
// monotonically increasing mutation sequence number
// SHA3-256(entropy_bundle) — not the entropy itself

OxFF=KaliCore

// EelGrid: 0=Sachs 1=Hunter 2=Main 3=Recovering




timestamp: u64 // Unix nanoseconds

5.2 ASMP-MSG-002: Peer Verification Handshake

A zero-knowledge 4-step challenge-response protocol. An adversary who intercepts all 4 messages learns
nothing about the ally channel because they cannot compute SHA3-256(nonce || ally_channel_fp) without
knowing ally_channel_fp. Based on ChameleonNet's dual-channel architecture, generalised to all profiles.

5.3 ASMP-MSG-003: Anomaly Signal

Allows external sensors (network IDS, physical security systems, SIEM) to inject authenticated anomaly signals
into the PME state machine. Only sources with valid HMAC keys can raise the anomaly score — preventing
adversarial signal injection. This turns PME from a closed-loop system into a coordinated network-aware
responder.

5.4 ASMP-MSG-004: Defensive Leap

The cascade mutation mechanism. When one node detects a confirmed threat and fires a Defensive Leap, all
receiving nodes simultaneously escalate their organ state and rotate their observable surfaces. Each receiving
node's response is cryptographically authenticated by the originating node's leap token. This creates coordinated
estate-wide defence from a single point of detection.

Forward Patent Claim — Cascade Mutation

A cryptographic surface mutation protocol (ASMP/1.0) wherein a Defensive Leap message, broadcast from
a detecting node upon threat confirmation, causes all receiving nodes to simultaneously escalate organ
state and rotate observable surfaces — creating a network-wide coordinated mutation response to a single
point of detection, with each node's response cryptographically authenticated by the leap token of the
originating node. No prior art exists in patent literature or commercial products.

5.5 ASMP-MSG-005: TEE-Rooted Attestation Handshake (Management
Plane)

The most novel ASMP message type. ASMP-MSG-005 wraps management operations (MDM wipe commands,
infrastructure changes, admin API calls) with a TEE-rooted rotating attestation token that expires within one
mutation cycle. Admin credentials are necessary but not sufficient — a valid credential without a fresh TEE-
attested token is rejected at the protocol layer.

This directly addresses the attack vector exploited in the Stryker-Handala breach: the attackers had valid
Microsoft Intune admin credentials and issued remote wipe commands through the legitimate management
console. Under ASMP-MSG-005, those wipe commands would have been rejected at the protocol layer because
the attackers could not possess a valid TEE-rooted time-bounded attestation token.



ATTEST_REQUEST { tee_quote, pme_version, mutation_epoch, hmac }

ATTEST_RESPONSE { trusted, trust_token, expires_at, hmac }

6. Implementation Highlights

6.1 Technology Stack

O

0

Language: Rust — chosen for memory safety (zero unsafe blocks in the engine core), ownership
guarantees eliminating entire classes of buffer overflow and use-after-free vulnerabilities, and sub-
millisecond performance with zero garbage collection pauses.

Cryptography: SHA3-256 (Keccak) for all token derivation, fingerprinting, and audit chain linking.
ChaCha20-DRBG for the entropy pool. HMAC-SHA3-256 for ASMP frame authentication. TEE
attestation: MockTEEAdapter production-ready; SGXTEEAdapter, NitroTEEAdapter,
ARMCCATEEAdapter, and SEVSNPTEEAdapter in implementation (hardware pending).

Benchmarking: Criterion statistical benchmarking framework — 100 samples per measurement, 3-
second warmup, --release build. All numbers in this paper are Criterion p50 medians at commit
d538fa6 (benchmark reference); test suite expanded at current HEAD.

Testing: 683 unit tests across all 10 profiles and management console. 0 failures. 0 warnings. 0
clippy errors. Red team simulation via redteam_electriceel.py on Kali Linux.

Management Console: pme-console is a full-featured Actix-Web management interface (port 8888) providing real-
time profile dashboards, mutation history, audit chain viewer, anomaly telemetry, KaliCoreTarget estate-wide
orchestration, CERT-In demo harness (Tab 6 — 11-step dual-panel attack simulation), and ProVerif verification
results. Zero warnings at current HEAD.

Development environment: Kali Linux — consistent with the KaliCore naming lineage.

6.2 Design Decisions

0

Why per-access mutation rather than periodic: Periodic rotation leaves a window of vulnerability equal
to the rotation interval. Per-access mutation eliminates that window entirely — the Kali Invariant holds for
every access event, not every N seconds.

Why plugin architecture: Security requirements differ dramatically across domains. A finance surface
needs different mutation semantics than a healthcare audit surface. The plugin architecture allows
organisations to deploy exactly the profile that matches their threat model without modifying the core
engine.

Why SHA3-256 for the audit chain: SHA3-256 (Keccak) is NIST-standardised, post-quantum secure,
and provides 128-bit preimage resistance — ensuring that the fingerprint chain cannot be forged or
traversed backwards by an attacker who captures audit records.

7. Security Analysis and Red Team Results

7.1 Threat Model



The red team was assumed to have the following capabilities: full passive observation of all network traffic, ability
to make arbitrary probe requests at any frequency, knowledge of the PME architecture (white-box), access to
optimal Hamming-distance fingerprint linking algorithms, and ability to run automated attack tools (Metasploit,
Nmap, Wireshark, Burp Suite, custom payloads).

Linkability Score L

Lower = Better. L < 0.500 = Below Random Guessing Floor.

Sachs Main Orgas

(Steady)  (Elevate (Full Resp.) Al Profile Floor

All ACSE states achieve L well below the 0.500 random floor. An optimal attacker gains zero information.

Figure 4: Linkability Score L by Organ State — all values below the L = 0.500 random guessing floor

7.2 Methodology

[ Simulated red team: Python simulation of an optimal Hamming-distance linking attack across 9,000
observations against ElectricEelGrid. Linkability score L measures how distinguishable successive
fingerprints are from random noise (L=0.0 means perfectly random; L=1.0 means perfectly correlated).

1 Live red team: Multi-VM environment on Kali Linux. Tools: Metasploit, Nmap, Wireshark, Burp Suite,

custom payload scripts. Both black-box and white-box runs.

7.3 Results

Sachs unlinkability

Hunter unlinkability
Main Organ unlinkability

Power/thermal decorrelation

Forced Twitch detection

Defensive Leap entropy

Defensive Leap uniqueness

Cross-state Hamming

Live exploit attempts

Hamming-distance optimal linker /  L=0.215 <0.600 PASS

9,000 obs

Hamming-distance optimal linker L=0.138 <0.600 PASS

Hamming-distance optimal linker L=0.141 <0.600 PASS

Cross-correlation of workload vs 0.03% <1% PASS

power obs deviation

Custom scanner self-identification ~ 107/107 100% PASS

test

Per-token entropy measurement 7.9885 >7.9 PASS
bits/byte

Token collision test (499 tokens) 499/499 unique  100% PASS

Between consecutive state 128.1-bit avg >128 PASS

fingerprints

Metasploit / Nmap / Burp post- 0% success 0% PASS



mutation rate

Full profile unlinkability Combined all-profile red team L=0.181, <0.500 PASS
965/1000

Key Finding

6/6 red team tests PASS. Optimal linkability attack across 9,000 observations produced L=0.181 —
statistically indistinguishable from pure random guessing (random floor = 0.500). 100% post-mutation exploit
failure rate in live environment. Forced Twitch: 107/107 attacker self-identifications. These results directly
evidence the Kali Invariant's cryptographic properties.

8. Benchmarking and Performance

All benchmarks run with Criterion statistical framework: 100 samples per measurement, 3-second warmup per
benchmark, --release build, commodity x86_64 hardware. Numbers are Criterion p50 medians at commit d538fa6
(benchmark reference); test suite expanded at current HEAD.

8.1 Per-Profile Latency

# MantisNet 10.31 ps 79.7k/s Full state machine: 131.8 us 1/10
# JellyNet 12.90 ps 82.1k/s calm - critical delta: 1.09 ps 2/10
< SquidShield 15.94 pus 76.1k/s Snapshot+restore: 15.78 ps 3/10
% ChameleonNet 23.15 us 38.8k/s Dual-channel: 43.2k/s 5/10
«* KrakenNet 28.56 s 34.7k/s Sever+regen: 90.26 ps 6/10
¢.) AnglerShield 31.67 ps 32.3k/s Probe capture: 78.36 ps 8/10
NautilusVault 37.96 ps 27.3k/s Siphuncle verify: 8.024 ps 7110
% GlassFrog 56.84 us 2.54k/s* Audit chain verify: 164.3 ps 9/10
ElectricEelGrid 58.33 pst 82.0k/st Power proof: 1.595 us 4710
2 LeviathanGrid 143.9 ps 7.07kls Grand hash O(1): 43.75 ps 10/10

All profiles sub-millisecond. * GlassFrog: low by design (HIPAA proof per cycle). T Sachs mode. Reproducible: cargo bench --bench
mutation_benchmark @ d538fa6 (benchmark reference)

9. Real-World Case Studies

The following high-impact breaches illustrate exactly why ACSE changes the game. In every case, the attacker's
success depended on a stable, mappable surface — the exact precondition ACSE removes.




OBSERVE EXPLOIT

Probe and Build reconnaissance Refine attacker Position exploit Execute attack on

fingerprint surface model over time understanding against mapped surface familiar target

Why it works: Why it works: Why it works: Why it works: Why it works:
Surface stable: Map accumulates Fingerprints Staged exploit Target still maiches

result valid across daysiweeks unchanged matches live surface staged exploit

ACSE INTERVENTION — Kali Invariant

Surface fingerprint at t+1 is cryptographically independent of fingerprint at t
The attackers map built at stage ORSERVE i< invalid hefore STAGE heging Attack chain broken atsten ]

Figure 2: The Static Surface Liability Attack Chain — ACSE breaks the chain at stage 1

(Observe)

Figure 5: Static Surface Liability Attack Chain — ACSE breaks the chain at Stage 1 (Observe)

9.1 Change Healthcare (February 2024)

Impact: $2.457B total cost (UHG Q3 2024 10-Q) - 192.7M patient records (HHS OCR) - $22M Bitcoin ransom -
US healthcare nationwide disruption

Attack: BlackCat/ALPHV entered via a single stolen Citrix credential (no MFA). 9-day confirmed dwell (Feb 17—
21). Deep lateral movement across supply-chain infrastructure. 6 TB exfil before detonation.

PME defence: GlassFrog (HIPAA surface, 56.84 us) would have expired the Citrix session token before the
stolen credential could be used. KrakenNet (network, 28.56 us) would have made the 5-day lateral movement
topology permanently stale. NautilusVault (PHI, 37.96 ps) would have rejected the 6TB exfil with expired
database references. MantisNet (10.31 ps) would have hardened surfaces as anomaly score elevated.

9.2 SolarWinds Orion (Detected December 2020)

Impact: 18,000+ organisations compromised - 14+ months dwell (Sep 2019-Dec 2020) - US government
agencies, Fortune 500 - ~$90M verified insured losses

PME defence: LeviathanGrid (143.9 ps / 16-node) would have broken the supply-chain lateral movement
topology every mutation cycle. The SUNBURST backdoor's persistent foothold would have been invalidated
microseconds after each access. 14 months of patient reconnaissance would have produced zero usable
intelligence.

9.3 Stryker-Handala Wiper Attack (March 2026)

Impact: 50TB exfiltrated - 200,000+ devices wiped - 79 countries - ~6 months dwell before wipe day

PME defence: AnglerShield (31.67 us) on VPN surface: Citrix credential expired before use. KrakenNet (28.56
us): AD/LSASS credential dump worthless within one cycle. ASMP-MSG-005: Intune wipe command rejected —
valid admin credential but no TEE-attested token.

10. Conclusion and Future Work

10.1 Summary

Adaptive Cryptographic Surface Engineering represents a fundamental shift from static defence to continuous,
cryptographically enforced motion. PME delivers this capability today with proven performance across 10 bio-



inspired profiles, the Kali Invariant as a formal security property, and ASMP/1.0 as a standardised network
protocol for multi-node coordination.

The system is ready for production deployment. Integration requires 3 lines of code. Pilot deployment: 1-2 days
per profile. Full compliance audit trail included as a standard output.

10.2 Future Work

1 TorpedoRay (Profile 3.11): Data-in-transit protection. Inspired by the torpedo ray's 360° encapsulation
and 500+ Hz discharge rate — per-packet cryptographic independence across all observable fields
(source/dest ports, TCP sequence numbers, TLS fingerprint, timing jitter). The first profile defending the
observable fingerprint of data in transit.

1 TEE Production Adapters: AWS NitroTEEAdapter (next), Intel SGXTEEAdapter, ARM CCA, SEV-SNP.
MockTEEAdapter currently functional for development.

‘1 ASMPI1.0 RFC: ProVerif formal verification COMPLETED — ZK property verified TRUE, cascade
authentication verified TRUE, MSG-005 TEE-binding queries correct across 3 protocol models.
Full formal specification document in preparation. Hardware (FPGA/HSM) reference
implementations planned.

"] AWS Live Red Team: 10 live demos (one per profile) on AWS Free Tier infrastructure against real attack
tools (Metasploit, Nmap, Gobuster, ffuf).

"1 Evidence Plan: 6 formal zero-day resistance tests: Reconnaissance Failure Rate, Dwell Time/Map
Staleness, C2 Coherence Loss, Lateral Movement Path Failure, Exploit Delivery Failure Rate, Power
Side-Channel Defeat.
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683 tests - 11 profiles (incl. KaliCoreTarget OxFF) - All cycles <ims - Red team 6/6 PASS -
github.com/lonevoulf/polymorphic-mutation-engine @ d538fa6 (benchmark reference)



